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Why Virtual Lalbs

Save Power / Rackspace / Hardware Costs
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What is EVE-NG?

Emulated Virtual Environment
Next Generation




Why EVE-NG | Why Virtual Lals

» Quickly Lab / Test a new Design

» No additional Hardware Costs for Equipment

» GREAT for Certification 2 Combine with vLabs and AATP

» Gef started for free with the Community Edition

» Vendor-Neutrall Great for Migrations / Interop Tests

» Exiremely Flexible (Bare-Metal, VM | On-Prem | Colocation | Cloud)




» Bare-Metal (best performance)
Needed for some vDevices

» VMware (best flexibility)

Cloud (best ,,power-boost" opftion)

Google Cloud




EVE-NG Installation, Sefup and more

» 3-Part Video Series

» Nhitps://learningportal.juniper.net/juniper/user activity info.aspxeid=EDU-
JUN-WBT-JOL-EVENG

Course Modules A
# Module Duration Lab Required Status
1 Module 01: Building a Juniper EVE-NG Lab Environment for Daily Usage Part 1: EVE- 52m ® Mot Started
NG Overview @
2 Module 02: Building a Juniper EVE-NG Lab Environment for Daily Usage Part 2: 59m ® Mot Started

Overview of vMX, vSRX, and vQFX @

3 Module 03: Building a Juniper EVE-NG Lab Environment for Daily Usage Part 3: 50m ® Mot Started
Overview of Clustering @

Course Details A

Juniper Ambassador Christian Scholtz teams up with the Juniper Cpen Learning to teach you how to build virtual lab environments to help
with your preparation for Juniper Networks certification. The video starts with an overview of EVE-NG. It then details how to perform the
initial setup of EVE-NG with a demonstration. Basic and advanced lab actions are then covered. If you plan to pursue Juniper certification,
this video will help you build a virtual lab for practice.

Difficulty: Foundational
Last Updated: Wednesday, October 26, 2022

Copy Shortcut


https://learningportal.juniper.net/juniper/user_activity_info.aspx?id=EDU-JUN-WBT-JOL-EVENG
https://learningportal.juniper.net/juniper/user_activity_info.aspx?id=EDU-JUN-WBT-JOL-EVENG

Lab Environment Considerations

» DHCP needed?

=» DNS needed?¢

» AD? Management-PC'se Clientse Test-Serverse (commit Feature in EVE-NG)
» Qutside Network? Test-Lab (Hardware) needed? Interface-Cards in Server?
= Frewalls / NAT?

= VPN / MIST-Edge into your Lab?

» Traffic-Generatorse Tip: https://ostinato.org/

» Your own ,,Chaos-Monkey" / ,,Break-Fix-Tools"?

= One Big Topology VS multiple smaller ones?




Fetching images

» 3, base" v-Images:

» v]JunOS-Switch (virtual EX9214)
» v]JunOS-Router (virtual MX304)

» vJunOS-Evolved (based on JunOS Evo)

Downloads Knowledge Base

Find a Product

Start typing a product name to find Software Downloads for that product.

All Products v vjunos

View all products > vJunos-router

vJunos-switch

vJunosEvolved

Juniper Support Portal

Support

Community



Fetching images

»  Specialized" images:

= ]28T:
Reach out to your Juniper SE

» APSTRA + APSTRA-ZTP + APSTRA-Flow (4.2.1):
https://support.juniper.net/support/downloads/ep=apstra

» JSA:
https://support.juniper.net/support/downloads/ep=juniper-secure-analytics

®» VRR:
https://support.juniper.net/support/downloads/2p=virtual-route-reflector




Our Lab Topology

» vJunos-Switch, vJunos-Router and vJunos-Evo

Adopt Switches

» (OOB-Switch connected to DHCP-Server for

» Connected via OOB-Port towards OOB-Switch MBL-Clpud
Phone-Home |

» DHCP-Server connected to Uplink (Mist-Cloud) ge-010r1)

8 H . |
» Onboarded in MIST to save fime: -
|
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Our Lab Topology

» Add config to vjunos-switch

vlunos-Switch = O X




Our Lab Topology

®»  Sampel SRX config for Source-NAT in the Lab

Configure Source NAT using interface IP
In this example, all traffic from the trust zone to the untrust zone is translated to the egress interface, ge-0/0/2 interface IP
address.

TRUST UNTRUST

ge-010/2

10.1.2.0/24

Fig1: source NAT using interface IP

[edit security nat source]

set rule-=set rsl from zone trust

set rule=set rsl to zone untrust

set rule-set rszl rule rl match source-addressz 0.0.0.0/0

set rule-set rszl rule rl match destination-addreszs 0.0.0.0/0
set rule-zet rsl rule rl then source-nat interface

[edit security policies from-zone trust to-zone untrust]

set policy internet-access match scurce-address any destinaticon-address any application
any

set policy internet-access then permit




Our Lab Topology

» Wait for MIST to show the Device

° EVE-NG OPENLEARNING Change language (en) | TUE10:20aM 2 Q (@
Inventory [[seesrens JERR] wanedses | wstedees | istteanese Entire Org = Camsmeres | [ aspismanes |
P al Den Le D irtual Chassi
Q
1-10f1
(] Status Name A MAC Address Madel Site Serial Number
(] [Blunassigned 02:00:04:2d:ef:d2 02:00:04:2d:ef:d2 VJUNOS Unassi gned 0200042DEFD2

» Assign Device to a site WITHOUT using the ,,manage config via MIST* checkbox!

Q,

O Status MName # |P Address Model

O .- Disconnected 02:00:04:2d:ef:d2 - VJUNOS

» \Wait for the Device to come online

|:| Status MName # |P Address

] Connected 02:00:04:2d:ef:d2 10.10.100.100




Our Lab Topology

®» Device is shown in MIST but no Interfaces can be used (yeft). This is planned for some time

now but still (not yet) implemented.

Front Panel Port List

METRICS PROPERTIES

- -
LOCATION
o

MAC ADDRESS
= =
MODEL
VERSION
TEMPLATE

SWITCH PHOTOS

not on floorplan
02:00:04:2d:ef:d2
VJUNOS

23.2R1.14

STATISTICS

STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW

UPTIME

LAST SEEN

LAST CONFIG

® 10.10.100.100 (fxp0.0)
® 192.168.10.1 (ge-0/0/0.0)

]

0
0.00wW
16m

Sep 3, 2024 10:27:11 AM



Our Lab Topology

» Switch insights

0:28 AM Sep 3

Switch Events  3Total 3Good 0 Neutra

Config Changed by
User

User

Assigned

I Config Changed by

Table Capacity

Switch Charts All ports

£ CPU Utlization

unos Swich

0 Bad All Event Types

MAC Address Table

<1%

area of interest to Zoom in)

Switch Events

|

10:20 AM - 10:30 AM Sep 3: 2.5 MB, 0 Port Errors

v All switch ports e

Admin Info

ARP Table

<1%

Update Device "vjunos-Switch" by Christian Scholz (christian.scholz@axians.de) at Sep 3,
2024 10:27:27 AM

Route Summary

<1%

| @ Search Entries

&2 Memory Utilization




What fo do in case something goes wronge

Installed

Please Do Not
Have An

gmergency At
This Location




Pitfall: not enough resources (CPU / RAM)

=» Symptom:

» Multiple unexplainable errors / strange behavior in multiple ways

» Cause:

®» Device has not enough CPU / RAM to perform basic tasks

» Solution:

= NEVER go below the recommendation from the template




Pitfall: booting up everything at once

ﬁ&mﬂym%,

» Symptom:

» | ab fakes literally forever to start

» Caquse:

» Device takes WAY more resources during bootup and CPU is overwhelmed

» Solufion:

» Use the ,delay“-option to start the devices one after another

Startup configuration Satellite

MNone - master -

Delay (s) %



Pitfall: eve-ception

» Symptom:

®» Running EVE-NG on your Laptop in vmware Workstation
and starfing a lab is not working

» Cqause:
[ nipef
Hardwd Junip
e @VDGV‘CG
» Solution:

®» Don't use EVE-NG on your Laptop
Use a proper Server (Vmware, Cloud or Bare-Metal)
and access it via your Webbrowser
Usually cheap to fetch on eBay




More Infos

= YouTube Video Series covering EVE-NG and
Juniper:
https://www.youtube.com/netchron

Switch
to GNS3

o 2

» EVE-NG YouTube Channel:
https://www.youtube.com/@eve-ng-
emulatedvirtualenvi?759

» EVE-NG Website:
https://www.eve-ng.net/

» EVE-NG Forum:
https://www.eve-ng.net/forum/

» EVE-NG Helpdesk (Live-Chat):
https://www.eve-ng.net/index.php/live-helpdesk/



https://www.youtube.com/netchron
https://www.youtube.com/@eve-ng-emulatedvirtualenvi9759
https://www.youtube.com/@eve-ng-emulatedvirtualenvi9759
https://www.eve-ng.net/
https://www.eve-ng.net/forum/
https://www.eve-ng.net/index.php/live-helpdesk/




Christian Scholz (@ @chsjuniper@mastodon.social )
»1hat guy who conquers the world with Juniper and IPvé“

Teamlead CompetenceCenter NIA
[AXians Germany]
christian.scholz@axians.de

JNPR Ambassador | Juniper Mistfit | JNCIE-SEC #374
Blog: jncie.eu

Mall: chs@ip4.de

Youtube: www.youtube.com/netchron/

X: @chsjuniper

LinkedIn: https://www.linkedin.com/in/chsjuniper/



mailto:christian.scholz@axians.de
mailto:chs@ip4.de
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