


Why Virtual Labs

Save Power / Rackspace / Hardware Costs



What is EVE-NG?



Why EVE-NG | Why Virtual Labs

 Quickly Lab / Test a new Design

 No additional Hardware Costs for Equipment

 GREAT for Certification → Combine with vLabs and AATP

 Get started for free with the Community Edition

 Vendor-Neutral! Great for Migrations / Interop Tests

 Extremely Flexible (Bare-Metal, VM | On-Prem | Colocation | Cloud)



EVE-NG Flavors

 Bare-Metal (best performance)
Needed for some vDevices

 VMware (best flexibility)

 Cloud (best „power-boost“ option)



EVE-NG Installation, Setup and more

 3-Part Video Series (will be renewed in 2025)

 https://learningportal.juniper.net/juniper/user_activity_info.aspx?id=EDU-

JUN-WBT-JOL-EVENG

https://learningportal.juniper.net/juniper/user_activity_info.aspx?id=EDU-JUN-WBT-JOL-EVENG
https://learningportal.juniper.net/juniper/user_activity_info.aspx?id=EDU-JUN-WBT-JOL-EVENG


Lab Environment Considerations

 DHCP needed?

 DNS needed?

 AD? Management-PC‘s? Clients? Test-Servers? (commit Feature in EVE-NG)

 Outside Network? Test-Lab (Hardware) needed? Interface-Cards in Server?

 Firewalls / NAT?

 VPN / MIST-Edge into your Lab?

 Traffic-Generators? Tip: https://ostinato.org/

 Your own „Chaos-Monkey“ / „Break-Fix-Tools“?

 One Big Topology VS multiple smaller ones?



Fetching images

 3 „base“ v-Images (https://www.juniper.net/us/en/dm/vjunos-labs.html):

 vJunOS-Switch (virtual EX9214)

 vJunOS-Router (virtual MX304)

 vJunOS-Evolved (based on JunOS Evo)



Fetching images

 „Specialized“ images:

 128T:
Reach out to your Juniper SE

 APSTRA + APSTRA-ZTP + APSTRA-Flow (4.2.1):
https://support.juniper.net/support/downloads/?p=apstra

 JSA:
https://support.juniper.net/support/downloads/?p=juniper-secure-analytics

 vRR:
https://support.juniper.net/support/downloads/?p=virtual-route-reflector



Adding Devices to MIST

 Add config to vjunos-switch

 Depending on DHCP you need to add a static route and a nameserver and NAT!



Allow Lab-Devices to reach the Internet

 Sampel SRX config for Source-NAT in the Lab



Our Lab Topology

 vJunos-Switch for Spine / Leaf and Acces

 Connected via OOB-Port towards OOB-Switch

 OOB-Switch connected to DHCP-Server for
Phone-Home

 DHCP-Server connected to Uplink (Mist-Cloud)

 Onboarded in MIST to save time:



Our Lab Topology
 Wait for MIST to show the Device

 Assign Device to a site WITHOUT using the „manage config via MIST“ checkbox!

 Wait for the Device to come online (roughly between 1min and 5min)



Our Lab Topology
 Device is shown in MIST AND INTERFACES FINALLY SHOW UP!!!!!!! ☺ ☺ ☺



Our Lab Topology
 Only for Lab usage!



Our Lab Topology
 Live-Demo Time =)



What to do in case something goes wrong?



Pitfall: not enough resources (CPU / RAM)

 Symptom:

 Multiple unexplainable errors / strange behavior in multiple ways

 Cause:

 Device has not enough CPU / RAM to perform basic tasks

 Solution:

 NEVER go below the recommendation from the template



Pitfall: booting up everything at once

 Symptom:

 Lab takes literally forever to start

 Cause:

 Device takes WAY more resources during bootup and CPU is overwhelmed

 Solution:

 Use the „delay“-option to start the devices one after another



Pitfall: eve-ception

 Symptom:

 Running EVE-NG on your Laptop in vmware Workstation 

and starting a lab is not working

 Cause:

 Solution:

 Don‘t use EVE-NG on your Laptop

Use a proper Server (Vmware, Cloud or Bare-Metal) 
and access it via your Webbrowser

Usually cheap to fetch on eBay



More Infos

 YouTube Video Series covering EVE-NG and 
Juniper:
https://www.youtube.com/netchron

 EVE-NG YouTube Channel:
https://www.youtube.com/@eve-ng-
emulatedvirtualenvi9759

 EVE-NG Website:
https://www.eve-ng.net/

 EVE-NG Forum:
https://www.eve-ng.net/forum/

 EVE-NG Helpdesk (Live-Chat):
https://www.eve-ng.net/index.php/live-helpdesk/

https://www.youtube.com/netchron
https://www.youtube.com/@eve-ng-emulatedvirtualenvi9759
https://www.youtube.com/@eve-ng-emulatedvirtualenvi9759
https://www.eve-ng.net/
https://www.eve-ng.net/forum/
https://www.eve-ng.net/index.php/live-helpdesk/


KAHOOT Time!



Q&A

Christian Scholz (      https://mastodon.social/@netzwerkonkel)

„That guy who conquers the world with Juniper and IPv6“

Teamlead CompetenceCenter NIA
[Axians Germany]
christian.scholz@axians.de

JNPR Ambassador | Juniper Mistfit | JNCIE-SEC #374
Blog: https://jncie.eu
LinkedIn: https://www.linkedin.com/in/netzwerkonkel/
Mastodon: https://mastodon.social/@netzwerkonkel
YouTube: https://www.youtube.com/@Netzwerkonkel
Instagram: https://www.instagram.com/netzwerkonkel/
Mail: chs [at] ip4 {dot} de

mailto:christian.scholz@axians.de
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